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Decision/action requested

Approve the proposed solution in TR 33.836
2
References

3
Rationale

This contribution addresses the following Editor Notes:

· Editor’s Note: Clarification of Kd session ID parameter is FFS.

· Editor’s Note: Further explanation on the protection of exchanged messages is needed.

· Editor’s Note: Further explanation on why this solution utilizes three messages compared to two messages in SA2 specification is needed.

4
Detailed proposal

*********************************************** Start of Changes ************************

6.1
Solution #1: Privacy protection for unicast messages over PC5

6.1.1
Introduction

This solution addresses key issue #1: Privacy protection for unicast messages over PC5.

The following solution mitigates the trackability and linkability attacks by enabling both UEs to update their L2 ID and the Kd session ID  (definition below) simultaneously. It allows the UE to avoid having its previously used L2 ID being indirectly associated with the Kd session ID and/or with its peer UE’s L2 ID.  This is to be contrasted with the Link identifier update for a unicast link procedure specified in [4] TS 23.287, which is considering only the initiating UE changing its L2 ID, which is not considering the trackability based on the Kd session ID and the peer’s L2 ID. 
This solution assumes that a security association identifier for the specific link (called Kd session ID) is used to identify and/or retrieve the corresponding security context as specified in [6] TS 33.303. Kd session ID is created by concatenating the identifier components from each peer, i.e. the Most Significant Byte (MSB) of Kd session ID is from the initiating UE and the Least Significant Byte (LSB) of Kd session ID is from the peer UE. Kd session ID is transmitted with each packet as part of the PDCP header.
In this solution, UEs involved in a unicast communication update their identifiers simultaneously, i.e., within the same procedure. The identifiers (i.e. L2 IDs and the Kd session ID), included as cleartext within messages sent over the unicast communication, are being changed. Both UEs start using the new identifiers once the procedure is completed.

The initiating UE generates a new L2 ID and its portion of the Kd session ID. The initiating UE sends its new identifiers to a peer UE. The peer UE receiving these new identifiers also generates a new L2 ID and its own portion of the Kd session ID. The peer UE sends its new identifiers to the initiating UE and sends back the received identifiers from the initiating UE to acknowledge them. The initiating UE receiving the new identifiers from its peer UE completes the procedure by acknowledging their reception. A three-way message exchange procedure is required with this solution since both UEs need to change their identifiers during the same procedure and since these new values need to be acknowledged by the peer/initiating UEs prior to start using them.
All messages exchanged during this procedure involve the transmission of security protected new identifiers. The new L2 ID and Kd session ID portions need to be confidentiality protected to circumvent linkage with the old L2 IDs since the messages exchanged between the peers use the old L2 IDs and old Kd session ID until the procedure is completed.Once the procedure is completed, both UEs start using the new identifiers, i.e. new L2 IDs and new Kd session ID.




6.1.2
Solution details

Figure 6.1.2-1 details procedure for Privacy protection for unicast messages over PC5. 
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Figure 6.1.2-1 Procedure for Privacy protection for unicast messages over PC5

0. The initiating UE and peer UE have a unicast communication established.

1. The initiating UE generates its new L2 identifier and a new MSB of the Kd session ID. Initiating UE may have received a trigger, e.g. from the upper layer or a timer expiration.

2. The initiating UE sends the newly generated identifiers to the peer UE via the already established unicast communication. The new identifiers are confidentiality, integrity and replay protected and sent as message payload. The old identifiers are still used for sending of Message 2, i.e., included within their respective PDUs header(s) (V2X, PDCP).

3. The peer UE saves locally the received new identifiers from the initiating UE. The peers UE generates new identifiers as well, i.e. a new peer UE’s L2 ID and a new LSB of the Kd session ID.

4. The peer UE acknowledges the reception of the initiating UE’s new identifiers by sending a response message to the initiating UE and may specify the received initiating UE’s new identifiers. Peer UE also sends its own new identifiers.

5. The initiating UE saves locally the received new identifiers from the peer UE.

6. The initiating UE acknowledges the reception of the peer UE’s new identifiers by sending an acknowledgement message to the peer UE and may include the received peer UE’s new identifiers. 

7. The initiating UE starts using its new identifiers, i.e. new L2 IDs and new Kd session ID.

8. The peer UE receives the acknowledgement from the initiating UE and starts using the new identifiers, i.e., new L2 IDs and new Kd session ID.

NOTE: It is a part of the Stage 2 work to decide if other PC5 messages besides Link Identifier Update Request/Response may be used to exchange the L2 IDs and Kd session ID. 
6.1.3
Evaluation

TBD

*************************************************** End of changes ******************************
